Works on any data size, Keeps heuristics from

Petabytes if necessary orevious runs
€ ro ST .
Large Scale,\StatefJI{ Data Quality

testing and Anomaly Detection




30 mins - Reference Architectures

Agenda 25 mins - Local demo

5 mins — Next Steps - try for yourself



GOAL

Quantify bad data declaratively
regardless of size or schema
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Whitepaper Blo Code

* Robust Anomaly Detection works on

massive datasets

« Works on high cardinality, false positives

and abnormal distributions

» Wraps PCA Apache Pig in Robust PCA

C++ Implementation

* Used for payment network monitoring

and global signup

anford, CA 94305

sanford,

a, 1L

Keywords. Principal components, -a-vis outliers, nuc

f1-norm minin n, duality, low-rank m . y. o surveillance.
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https://arxiv.org/pdf/0912.3599
https://netflixtechblog.com/rad-outlier-detection-on-big-data-d6b0494371cc
https://github.com/Netflix/Surus/tree/05659af43697f6dae5743fd0a1931c210757e1e7/resources/R/RAD

v PROS

Works for Big Data

Underlying implementation is
Vectorized and seems highly

efficient

X CONS

Old, unmaintained

Uses JNI with C++ wrapper - ultra
custom maintenance with no top-

down optimization possible

Used originally for Apache Pig (old)

SUMMARY

If this was the only Big Data
Anomaly Detection Algorithm in

the world we'd probably take it

Can we do better?
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Data Management

Data Sentinel: Automating data validation

BIO ] Arun Swami m n ,
Technical Leadership 4 Solve Business Problems With Insights from Big Data

Derived Using High Performance Algorithms
March 10, 2020

Declarative DSL on top of Apache Spark

Co-authors: Arun Swami, Sriram Vasudevan, Sailesh Mittal, Jiefu Zheng,
Joojay Huyn, Audrey Alpizar, Changling Huang, Maneesh Varshney,

Supports dynamic code generation for Adrian Fernandez

S k SQL Data’s value is best realized when prepared and treated correctly. However,
pa r when you’re working with data at an extensive scale, it’s not as easy to make
sure that every data set has been cleaned and validated. Back in October

. 2018, we had an instance at LinkedIn when data quality problems affected
WO I‘kS Oona ny VA4S Of data the job recommendations platform. Client job views and usage declined by 40
to 60% for a short period of time. Once this decline in views was detected, it
took a total of 5 engineers 8 days to identify the root cause and 11 days to

Comes Wlth r|Ch heu ristics: resolve the issue. This incident illustrates several takeaways about data
quality:

Validation Overview 25 Slice: Global »

e Poor data quality is difficult to detect and can have significant business
impact

Passed Unknown Failed Aborted: 0 Alerted: 0 Sampled: 0 Hide Timeline

Start Date
8/27/2019

e Data debugging is difficult and requires significant engineering
resources

e ‘.““’/7 ‘
‘ : H_,_,_A -, | * Resolving poor data quality not only requires timely and correct
intervention, but also results in significant opportunity costs in

potentially delaying other projects and deliverables

Unknown @ Failed ® Aborted on Failure Alerted on Failure

This led us to develop Data Sentinel, a platform that automatically validates


https://www.linkedin.com/blog/engineering/data-management/data-sentinel-automating-data-validation

v PROS x CONS SUMMARY

Works for Big Data * Basically, a marketing blog « Where's the code (even internally)?

Uses Apache Spark (which  Code is closed-source at LinkedIn
Microsoft has competitive PaaS

offerings for)






Whi tepaper g L C o d e Automating Large-Scale Data Quality Verification

Sebastian Schelter, Dustin Lange, Philipp Schmidt, Meltem Celikel, Felix Biessmann
Amazon Research
{sseb,langed,phschmid,celikelm,biessmann}@amazon.com

ndreas Grafberger
University of Augsburg
andreas.grafberger@student.uni-augsburg.de

* Well-designed API - deeply hooks into

ABSTRACT

the Spark Query Optimizer and then e j_ arh
implements statistical functions as native ie‘?‘iﬁfi”?ﬁ‘«?”“" ,l’

optimizable Catalyst Expressions =

ing semi:
Due to tl

» Single pass generates all check results R

INTRODUCTION

Data is at the center of modern

 Exposes rich heuristics, a BYO-metric

store and State, overridable base classes o L

This work is lic der > Creative Commons  Attribution-

. .
Y NonComme i X i License. To a copy
u rn e I I n O a I I I a n a g e a a p ro u C of this license, visit http://creativecommons.org/licenses/by-nc-nd/4.0/. For

for AWS Glue

ing principles: .tt the heart of our
s to spend tim how’ their leh
look like, and not have to worry too much about how to im-



https://assets.amazon.science/a6/88/ad858ee240c38c6e9dce128250c0/automating-large-scale-data-quality-verification.pdf
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://github.com/awslabs/deequ

Visual

Script

Job details

Runs Data quality New Schedules Version Control

Hooks into a Query Plan

(can be optimized)

[ Data source - Data Catalog

[ Data source - Data Cataleg
employees customers

Transform - Evaluate dat...
Evaluate Data Qualit...

= Transform - SelectFromC...
7

—
— rowLevelOutcomes

e ¢’

ruleQutcomes

v v

Data target - Data Catalog

@ Data target - 53 bucket
AWS Glue Data Catalog

Amazon 53

Transform - SelectFromC...

Transform Output schema Data preview

Name

| Evaluate Data Quality (Multiframe)

Node parents
Choose which nodes will provide inputs for this one

| Choose one or more parent node

employees X | | customers X
Catalog - DataSource Cataleg - DataSource

¥ Aliases for referenced data sources

Input sources Aliases

employees Primary

customers customers

Primary source

Helper

Rule types Schema

| Q, Search rule types

» AggregateMatch
column rule

ColumnCorrelation

column rule

ColumnCount

table rule

ColumnDataType

column rule

» ColumnExists

column rule

Data quality transform output info
Choose data to output from your data quality node.

Original data

Rules = [

ReferentialIntegrity "employeenumber" "customers
.salesRepEmployeeNumber"between 8.6 and 8.7,

RowCount > 1000,

CustomSgl "select count(*) from primary" between 1@ and 2@@

dqdl

DQDL — an 0SS query
language (ANTLR)
for Data Quality

Ln 1, Col 1 Errors:0 /A Warnings: 0

Choose to output original input data. This option is ideal if you want to stop the job when quality issues are detected




v PROS x CONS SUMMARY

Not just a science project, awell ¢ Only works with Spark * Non-restrictive OSS license, they
designed SDK built over years. DataFrames, it's tightly coupled accept PRs from anyone
Has a DSL that is actually good » Good, sustainable business model,

OSS the code, PaaS-ify the

managed service only in AWS Glue

Works for Big Data

Extremely well-designed APl with
SOLID principles and overloads

Exposes rich telemetry and checks

that goes right into the data lake as A" | ’
. 3

a table that you can anomaly on -



DemoDeequscala X \TA_QUALITY.md &

2177

»¢ Dev Container:

k-or

chestrator >

park-msit > src > main > scala m e ft > a

package com.microsoft.azurearcdata.sparkmsit.etl.drivers.d
object DemoDeequ extends App with Logging f{

val todayVerificationResult = VerificationSuite
SaveUrAppenuresuLTLKesSULTKeY L ysten

addAnomalyCheck(RelativeRate0OfChangeStrategy
.run()

(RepositoryDataTypes.VerificationResult, Verif
RepositoryDataTypes.VerificationResult, Verif
RepositoryDataTypes.VerificationResult, Verif

logInfo("Metrics result:")
${DataQualityMetadata.DefaultDatabase

spark.read.table(

logInfo("Verification Result:"
spark.read.table(s"${DataQualityMetadata.DefaultDatabase

Local debu

logInfo("Metrics from the repo 2 based on a Size() analy
repo2

forAnalyzers(Seq(Size()
.getSuccessMetricsAsDataFrame(spark

.show()

logInfo(s"Metrics from the repo 1 based on tag: tagl
repel

-withTagValues(tagl)
.getSuccessMetricsAsDataFrame(spark

show()

@ .. §° dev/mdrrahman/: ly* ® B FA oAz Wn

DEBUG CONSOLE
TERMINAL

22

2025-08-85T02:59:18,901 [main] INFO

2025-08-05T02:59:19, 184 [main]

&> Attach debugger (spark-orchestrator)

INFO

col

col

gging
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