
Large Scale, Stateful Data Quality 

testing and Anomaly Detection

Works on any data size, 

Petabytes if necessary
Keeps heuristics from 

previous runs



Agenda

30 mins - Reference Architectures

25 mins - Local demo

5 mins – Next Steps - try for yourself



Quantify bad data declaratively
regardless of size or schema

GOAL





RAD



Whitepaper

• Robust Anomaly Detection works on 

massive datasets

• Works on high cardinality, false positives 

and abnormal distributions

• Wraps PCA Apache Pig in Robust PCA 

C++ implementation

• Used for payment network monitoring 

and global signup

Blog Code

https://arxiv.org/pdf/0912.3599
https://netflixtechblog.com/rad-outlier-detection-on-big-data-d6b0494371cc
https://github.com/Netflix/Surus/tree/05659af43697f6dae5743fd0a1931c210757e1e7/resources/R/RAD


• Works for Big Data

• Underlying implementation is 

Vectorized and seems highly 

efficient

PROS

• If this was the only Big Data 

Anomaly Detection Algorithm in 

the world we’d probably take it

• Can we do better?

SUMMARY

• Old, unmaintained

• Uses JNI with C++ wrapper - ultra 

custom maintenance with no top-

down optimization possible

• Used originally for Apache Pig (old)

CONS



Data Sentinel



• Declarative DSL on top of Apache Spark

• Supports dynamic code generation for 

Spark SQL

• Works on any size of data

• Comes with rich heuristics:

Blog

https://www.linkedin.com/blog/engineering/data-management/data-sentinel-automating-data-validation


• Works for Big Data

• Uses Apache Spark (which 

Microsoft has competitive PaaS 

offerings for)

PROS

• Where’s the code (even internally)?

SUMMARY

• Basically, a marketing blog

• Code is closed-source at LinkedIn

CONS



Deequ



Whitepaper

• Well-designed API - deeply hooks into 

the Spark Query Optimizer and then 

implements statistical functions as native 

optimizable Catalyst Expressions

• Single pass generates all check results

• Exposes rich heuristics, a BYO-metric 

store and State, overridable base classes

• Turned it into a managed PaaS product 

for AWS Glue

DQDL Code

https://assets.amazon.science/a6/88/ad858ee240c38c6e9dce128250c0/automating-large-scale-data-quality-verification.pdf
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://github.com/awslabs/deequ


DQDL – an OSS query 

language (ANTLR)

 for Data Quality

Hooks into a Query Plan 

(can be optimized)



• Not just a science project, a well 

designed SDK built over years.

• Has a DSL that is actually good

• Works for Big Data

• Extremely well-designed API with 

SOLID principles and overloads

• Exposes rich telemetry and checks 

that goes right into the data lake as 

a table that you can anomaly on

PROS

• Non-restrictive OSS license, they 

accept PRs from anyone

• Good, sustainable business model, 

OSS the code, PaaS-ify the 

managed service only in AWS Glue

SUMMARY

• Only works with Spark 

DataFrames, it’s tightly coupled

CONS



Local debugging
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